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DETAILED ACTION 

Response to Amendment 
This office action is in response to amendment filed on 04/22/05. Presently pending 
claims are 1, 5-14, 16, and 18-39. 



Response to Arguments 
Applicant's arguments filed 04/22/05 have been fully considered but they are not 
persuasive because of following reasons. The new ground of rejection are provided below. 

Claim Rejections - 35 USC §112 
The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

Claims 1 and 14 are rejected under 35 U.S.C. 1 12, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. The claim cites "optionally acknowledging the receipt of the message 
to the digital pen". This is vague and therefore leading to the question of whether there is an 
acknowledgement of receipt, or not. The office will interpret this as an or; so that the claim can 
include this limitation or not. 
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Claim Rejections - 35 USC § 103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

Claims 1, 5-6, 14, 18-19, 22, 27-30, and 32-38 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Lapstun et al. (6,789,1 9 l)yn view of Dorenbos (5,751,813)ymd further 
in view of Sekendur (5,852,434). 

In reference to claims 7, 14, 27 and 35, Lapstun discloses a protocol for registering an 
interactive device with a registration server in a network connected to the interactive device and 
the registration server (column 2 lines 1-5). The system comprises obtaining, in the digital pen, a 
message in the form of a plurality of absolute position recorded from an absolute position coding 
pattern on a substrate (column 5 lines 1-3); obtaining, in the digital pen, at least one absolute 
position recorded from an absolute position coding pattern on a secure note (column 4 lines 46- 
52); sending said at least one absolute position recorded form the secure note to a database 
device (column 4 lines 55-60), in which said at least one absolute position is associated with an 
address of the receiving device (column 7 lines 49-58); receiving, in the digital pen, said address 
(column 17 lines 33-51) and an encryption key of said receiving device, from the database device 
(column 32 lines 54-56); encrypting the message to be transmitted using said encryption key 
received from the database device (column 16 lines 14-16); obtaining a transmission channel 
form the digital pen to the receiving device (column 16 lines 14-16); transmitting the encrypted 
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message to the receiving device (column 16 lines 14-16); and presenting the message to a 
receiver (column 6 lines 1-14). 

Although Lapstun discloses encrypting the information at the pen, and it is inherent that 
for the receiving device to view the information it must be decrypted, Lapstun does not expressly 
disclose decrypting the received message. 

Dorenbos a system and method for secure wireless transmission of information from a 
sender to a receiver, comprising: a sending device arranged for obtaining a message and a 
receiver identity (column 4 lines 43-47); encryption means for encrypting the message to be 
transmitted (Fig. 3 and column 5 lines 18-22); a transmission channel from the sending device 
(part 317 Fig. 3) to a receiving device for transmitting the encrypted information to the receiving 
device (column 5 lines 46-60); decryption means for decrypting the information in the receiving 
device (column 5 lines 47-48); display means for presenting the message to the receiver (part 
127 Fig. 1). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to decrypt the information that has been encrypted as in Dorenbos in the system of 
Lapstun. One of ordinary skill in the art would have been motivated to do this because the 
information must be decrypted if it is to be understood by the user. 

Although Lapstun suggests a form of displaying the received information (Fig 2), 
however Lapstun does not disclose the use of a secure note in which a pattern is connected to a 
receiving device. 

Sekendur discloses a system and method of digitizing a position related code for 
indicating coordinates on a surface (abstract). The secure note disclosed by Sekendur is the data 
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surface (column 5 lines 1-3) and therefore a piece of paper; and the pattern (column 5 lines 22- 
25) on the secure note is connected to a receiver; the receiver being processor or computer where 
the signal from the CCD is sent to (column 5 lines 9-14). The stylus is used to enter data in 
writing such as address information. 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to add a system for digitizing a position related code for indicating coordinates on 
a surface as in Sekendur for 10 in the system of Lapstun. One of ordinary skill in the art would 
have been motivated to do this because it would enable the user to input hand written data. 

In reference to claims 5, 18, 28 and 37, wherein the digital pen is arranged to encrypt the 
message in the sending device by a symmetric key and that the decryption means is arranged to 
decrypt the message in the receiving device by the same key (column 32 lines 63-64). 

In reference to claims 6, 19, 30 and 38, wherein the symmetric key has been agreed upon 
in advance and is stored in the digital pen and the receiving device (column 32 lines 36-39). 

In reference to claim 22, further comprising a verification means for identification of a 
user to the digital pen: and/or identification of the receiver to the receiving device, said 
verification means being arranged to use identification measures, wherein the identification 
measures are at least on of a Pin-code, optical, sound, vibration, heat, speed, angle, times 
pressure, acceleration, absolute coordinate, handwritten signature, voice recognition, fingerprint 
sensor, or other biometric means (column 6 lines 30-40). 

In reference to claims 29, 32, and 36, wherein the step of sending further comprises 
sending an identity of the pen to the database device (column 32 lines 19-35). 
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In reference to claim 33, further comprising displaying the address of the receiving 
device to a user of the digital pen and obtaining one of a confirmation and a rejection of the 
address from the user (column 32 lines 25-35). 

In reference to claim 34, wherein at least one of the sending step, the receiving step and 
the transmitting step is carried out over the network (Fig. 2 in combination with column 32 lines 
6-18). 

Claim 16 is rejected under 35 U.S.C. 103(a) as being unpatentable over Lapstun in view 
of Dorenbos, and further in view of Sekendur as applied to claim 14 above, and further in view 
of Jalili (6209104 Bl). 

Dorenbos does not disclose receiving address is obtained by transmitting said one 
position to a database, in which the absolute position code is associated with said one receiving 
address and using said receiving address for the transmission. 

Although Sekendur discloses determining the position coordinates (abstract), Sekendur 
does not disclose transmitting said one position to a database, in which the absolute position code 
is associated with said one receiving address and using said receiving address for the 
transmission. 

Jalili discloses transmitting said one position to a database, in which the absolute position 
code is associated with said one receiving address and using said receiving address for the 
transmission (Fig. 8 parts 808 and 810 and column 6 lines 4-20). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to use the position information associated with an address for transmission for the 
receiving address. One of ordinary skill in the art would have been motivated to do this because 
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sending coordinates to the server instead of the graphics reduces the amount of data that needs to 
be transmitted. 

Claims 7-13, 20-21, 23-26, 31, and 39 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Lapstun in view of Dorenbos and further in view of Sekendur and further in 
view of Sekendur as applied to claims 5, 14, 18, and 27 above, and further in view of Schneier. 

In reference to claims 7, 20, 57, Lapstun discloses, encrypting at least the symmetric key 
by a public key of an asymmetric key having a private key and public key and belonging to the 
receiving device, decrypting the symmetric key by the private key of the receiving device; and 
using the symmetric key for decrypting the message during the key exchange (column 32 lines 1- 
56). 

Schneier discloses the symmetric key is added to the message after encryption with the 
symmetric key; the encryption means is arranged to encrypt at least the symmetric key by a 
public key of an asymmetric key having a private key and a public key and belonging to the 
receiver; code is connected to at least one the decryption means is arranged to decrypt the 
symmetric key by the private key of the receiver in the receiving device; and the decryption 
means is arranged to use the symmetric key for decrypting the message (page 51 paragraph 1-2). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to use a asymmetric key to encrypt a symmetric key and attach the key to the 
message as taught by Schneier in the system of Lapstun. One of ordinary skill in the art would 
have been motivated to do this because it is a common key-exchange protocol. 
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In reference to claims 8 and 21, wherein the encryption means is arranged to encrypt the 
already encrypted symmetric key in the sending device by a private key of an asymmetric key 
having a private key and a public key and belonging to the sender, the receiving device is 
arranged to obtain the sender public key, such as from the sending device or a separate server; 
and the decryption means is arranged to decrypt the symmetric key by the public key of the 
sender in the receiving device and by the private key of the receiver. 

Lapstun does not disclose encrypt the already encrypted symmetric key in the sending 
device by a private key of an asymmetric key having a private key and a public key and 
belonging to the sender, the receiving device is arranged to obtain the sender public key, such as 
from the sending device or a separate server; and the decryption means is arranged to decrypt the 
symmetric key by the public key of the sender in the receiving device and by the private key of 
the receiver. 

Schneier teaches encrypt the symmetric key in the sending device by a private key of an 
asymmetric key having a private key and a public key and belonging to the sender, the receiving 
device is arranged to obtain the sender public key, such as from the sending device or a separate 
server; and the decryption means is arranged to decrypt the symmetric key by the public key of 
the sender in the receiving device and by the private key of the receiver (page 49). Schneier 
further teaches multiple encryption and therefore encrypting the already encrypted session key 
(page 367). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to use multiple encryption algorithms on the same message as in Schneier in the 
system of Lapstun. One of ordinary skill in the art would have been motivated to do this because 
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if one of the receipt of the message or the sender of the message does not trust the algorithm of 
the other party, with this method both algorithms may be used and the encryption will be as 
strong as the strongest algorithm. 

In reference to claims 10, 23 and 39, further comprising encryption key generation means 
for obtaining a random seed for generating encryption key by means of the verification means 
during the identification step. 

Although Lapstun disclose encrypting messages using keys, Lapstun does not disclose 
key generation means for obtaining a random seed for generating encryption key by means of the 
verification means during the identification step. 

Schneier disclose the generation of random number for use as keys, which are used for 
identification as pass-phrases (page 423 and 173-174). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to generate random number keys as in Schneier in the system of Lapstun. One of 
ordinary skill in the art would have been motivated to do this because random bit strings provide 
good keys. 

In reference to claims 11 and 24 further comprising: encryption key generation means for 
obtaining a random seed for generating an encryption key during the step of obtaining the 
message. 

Lapstun does not disclose key generation means for obtaining a random seed for 
generating an encryption key during the step of obtaining the message. 

Schneier discloses key generation means for obtaining a random seed for generating an 
encryption key during the step of obtaining the message (page 173). 
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At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to generate random number keys as in Schneier in the system of Lapstun. One of 
ordinary skill in the art would have been motivated to do this because random bit strings provide 
good keys. 

In reference to claims 9, 12, and 25, wherein the sending device is arranged to generate a 
sender private key and sender public key pair, and is arranged to use a random seed obtained 
using a physical parameter of the sender, such as handwritten signature recognition, fingerprint 
information, or movement of the sending device or of the sending device, such as acceleration 
speed, time, vibration etc. 

Lapstun does not disclose the sending device is arranged to generate a sender private key 
and sender public key pair, and is arranged to use a random seed obtained using a physical 
parameter of the sender, such as handwritten signature recognition, fingerprint information, or 
movement of the sending device or of the sending device, such as acceleration speed, time, 
vibration etc. 

However Schneier discloses a random seed obtained using a physical parameter (page 

173). 

At the time' the invention was made, it would have been obvious to a person of ordinary 
skill in the art to generate random number keys as in Schneier in the system of Lapstun. One of 
ordinary skill in the art would have been motivated to do this because random bit strings provide 
good keys. 

In reference to claims 13 and 26 wherein the sender public key is added to the message, 
unencrypted, as sender identification. 
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Lapstun does not disclose the sender public key is added to the message, unencrypted, as 
sender identification. 

Schneier discloses the key used as identification, pass-phrase, (page 174), further 
Schneier teaches a key added to the message (page 51). 

At the time the invention was made, it would have been obvious to a person of ordinary skill in 
the art to generate random number keys as in Schneier in the system of Lapstun. One of ordinary 
skill in the art would have been motivated to do this because random bit strings provide good 
keys. 

Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection presented in this 
Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). 
Applicant is reminded of the extension of time policy as set forth in 37 CFR 1 . 136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the date of this 
final action. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Paula W. Klimach whose telephone number is (571) 272-3854. 
The examiner can normally be reached on Mon to Thr 9:30 a.m to 5:30 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on (571) 272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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